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EXECUTIVE SUMMARY 

What the Cloud Proposal Does Not Show You 
Cloud adoption decisions in mid-market and public sector organisations are almost universally 
made on the basis of incomplete cost information. The proposals submitted by cloud providers 
and implementation partners present a partial picture: the licensing costs, the migration services, 
and in the better proposals, a simplified total cost of ownership comparison. What they do not 
present, and what most internal IT teams do not model with adequate rigour, is the full spectrum 
of costs that cloud adoption generates over the relationship lifecycle. 

These hidden costs are not trivial. Organisations that have adopted cloud infrastructure without 
modelling egress fees, integration complexity, operational capability development, security 
control extension, and vendor lock-in exit costs have routinely discovered that their actual cloud 
spend significantly exceeds their projected spend within 18 to 24 months of migration. The Flexera 
2025 State of the Cloud Report found that organisations waste an average of 28 percent of their 
cloud spend on unused or underutilised resources, and this figure does not include the additional 
hidden costs that this paper examines. 

This advisory paper identifies and quantifies the seven categories of hidden cloud cost that most 
organisations fail to model adequately. It is not an argument against cloud adoption: the strategic 
benefits of cloud infrastructure are real and well-documented. It is an argument for informed 
adoption, grounded in a complete understanding of the costs and governance requirements that 
cloud relationships generate over time. 

 

The cloud proposal shows you the cost of getting in. What it does not show you is the cost of 
staying, the cost of changing your mind, or the cost of the governance capability you will need to 
manage the relationship over its full lifecycle. These are the costs that determine whether cloud 

adoption delivers its promised value 
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1. The Seven Hidden Cost Categories 

 

Cost Category What Is Typically Not Modelled Governance Mitigation 

Data Egress Fees The cost of moving data out of cloud 
storage or between cloud regions. 
Providers charge per-gigabyte egress 
fees that are absent in the inbound 
migration cost model but can be 
substantial for data-intensive operations. 

Model egress costs explicitly in 
workload economics. Architect data 
flows to minimise cross-region 
transfer. 

Cloud Operations 
Capability 

The internal capability required to 
manage, optimise, and govern cloud 
infrastructure. Not a one-time training 
cost but a sustained investment in 
specialised skills that the organisation 
must develop or acquire. 

Budget cloud operations capability 
as an ongoing operational cost, not 
a project cost. Define the retained 
capability model before migration. 

Security Control 
Extension 

Extending existing security controls, 
policies, and monitoring to cloud 
environments. Cloud security requires 
different tooling and skills from on-
premise security, creating additive cost 
rather than simply transferring existing 
controls. 

Conduct a cloud security 
architecture assessment before 
migration. Budget security tool 
extension and tuning as a project 
cost. 

Integration 
Complexity 

The cost of integrating cloud services with 
on-premise systems, other cloud 
services, and third-party applications. 
Integration complexity is consistently 
underestimated and becomes one of the 
largest ongoing operational costs. 

Map all integration dependencies 
before migration. Budget integration 
development and maintenance 
explicitly. 

Licence 
Optimisation Drag 

The ongoing cost of managing cloud 
resource sizing, reserved instance 
commitments, and licence compliance. 
Without active optimisation, organisations 
pay for more than they use and fail to 
benefit from available pricing 
mechanisms. 

Implement cloud cost management 
tooling from day one. Assign explicit 
ownership of cloud cost 
optimisation. 

Vendor Lock-In Exit 
Cost 

The cost of migrating away from a cloud 
provider's proprietary services if the 
organisation wishes to change providers 
or repatriate workloads. Proprietary 
service dependency is the primary 
mechanism of cloud vendor lock-in. 

Audit proprietary service 
dependency before adoption. Prefer 
cloud-native open standards where 
strategic optionality matters. 

Compliance and 
Governance 
Overhead 

The additional governance, audit, and 
compliance cost associated with 
managing data in cloud environments 
under Canadian privacy legislation, 
sector regulations, and organisational 
policy requirements. 

Model compliance requirements 
before migration. Engage legal and 
compliance counsel on cloud-
specific obligations. 
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2. The Vendor Lock-In Problem in Depth 

2.1 How Lock-In Accumulates 

Vendor lock-in in cloud environments is not a contractual condition. It is an architectural condition 
that develops progressively as organisations adopt proprietary cloud services whose functionality 
cannot be replicated in another provider's environment or on-premise infrastructure without 
significant redevelopment cost. The adoption of proprietary services is rational at the point of 
adoption: they offer superior functionality, faster time to value, and simpler operational 
management than open-standard alternatives. The cost of that adoption is a growing dependency 
that reduces the organisation's negotiating power and strategic optionality over time. 

Chou (2015) provided an early systematic analysis of cloud vendor lock-in mechanisms, 
identifying four primary dimensions: data lock-in, where data formats and storage mechanisms 
are proprietary and expensive to migrate; application lock-in, where application code depends on 
provider-specific APIs and services; platform lock-in, where the development and deployment 
toolchain is provider-specific; and skills lock-in, where the organisation's technical capability is 
concentrated in a single provider's technology stack. 

For mid-market organisations in Canada, the vendor lock-in risk is compounded by the relatively 
limited internal technical capability available to manage a complex cloud exit. Large enterprises 
with substantial internal architecture teams can execute cloud provider transitions with 
manageable disruption. Mid-market organisations that have outsourced cloud operations to their 
cloud provider or a provider-aligned MSP may find that the practical cost of switching providers is 
prohibitively high, even when the commercial incentive to switch is clear. 

2.2 Assessing Your Current Lock-In Exposure 

The starting point for managing lock-in risk is an honest assessment of current exposure across 
the four dimensions Chou identified. The assessment should catalogue each proprietary service 
in use, the business function it supports, the availability of open-standard or provider-agnostic 
alternatives, and the estimated migration cost if the organisation needed to transition away from 
the proprietary service within a 12-month horizon. 

This assessment rarely produces a mandate for immediate migration away from proprietary 
services. In most cases, the cost of migration exceeds the commercial benefit of doing so in the 
near term. What the assessment produces is an informed view of lock-in exposure that allows the 
organisation to make deliberate architectural choices about future service adoption, to negotiate 
more effectively at contract renewal by understanding its true switching cost, and to build a 
governance mechanism that prevents proprietary service dependency from accumulating beyond 
the organisation's risk tolerance. 

 

Vendor lock-in is not a contract problem. You cannot negotiate your way out of architectural 
dependency. The only effective management strategy is to understand your exposure before 

you accumulate it, and to make deliberate architectural choices that preserve the optionality you 
need. 
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3.  Cloud Governance: What Most Organisations Are Missing 

3.1 The Cloud Governance Gap 

Cloud adoption requires a governance framework that is fundamentally different from the 
governance frameworks designed for on-premise infrastructure. The differences are not cosmetic. 
Cloud infrastructure is elastic and self-service, meaning that cloud resources can be provisioned 
and consumed by any individual with appropriate access credentials, without the procurement 
and change management controls that govern on-premise infrastructure purchases. Without 
cloud-specific governance controls, cloud spending is structurally ungovernable. 

Hashem et al. (2015) noted in their foundational survey of cloud computing challenges that 
governance is consistently identified by enterprise technology leaders as one of the most 
significant barriers to realising cloud value, precisely because the self-service model that makes 
cloud attractive also makes it difficult to govern with conventional IT management frameworks. 
The organisations that govern cloud effectively have built cloud-native governance mechanisms, 
not adapted on-premise governance frameworks to a cloud context. 

3.2 The Cloud Governance Framework 

An effective cloud governance framework for mid-market organisations comprises six elements 
that work together to provide visibility, control, and accountability across the cloud environment. 
First, a cloud landing zone architecture that establishes the structural guardrails for cloud resource 
provisioning: account structures, network boundaries, identity controls, and security baselines 
that are enforced automatically rather than through policy compliance. Second, a cloud cost 
management capability that provides real-time visibility of cloud spending at the workload and 
team level, with anomaly detection and budget alerting that identifies unexpected spending before 
it materialises as a bill surprise. 

Third, a tagging and resource governance policy that requires all cloud resources to be tagged 
with metadata identifying the workload, cost centre, owner, and environment they belong to. 
Without consistent tagging, cloud cost attribution is impossible and resource sprawl cannot be 
managed effectively. Fourth, a cloud security posture management tool that continuously 
evaluates cloud configuration against security best practices and regulatory requirements, 
surfacing misconfigurations that create security and compliance risk before they are exploited or 
identified in an audit. 

Fifth, a cloud architecture review process that evaluates all new cloud service adoptions against 
the organisation's proprietary service dependency policy, data residency requirements, and 
security standards before services are deployed to production. This review process is the primary 
mechanism for preventing the accumulation of proprietary service dependency and compliance 
risk that characterises ungoverned cloud adoption. Sixth, a cloud financial operations practice 
that applies engineering discipline to cloud cost optimisation through right-sizing, reserved 
instance management, and workload efficiency improvement. 

3.3 Data Residency and Canadian Regulatory Requirements 

Canadian organisations operating in cloud environments face a specific governance obligation 
around data residency that is not present in most vendor proposals and is not adequately 
addressed in most cloud governance frameworks. The Personal Information Protection and 
Electronic Documents Act (PIPEDA), provincial health privacy legislation including Ontario's 
PHIPA, Alberta's HIA, and British Columbia's PIPA, and sector-specific requirements in financial 
services under OSFI guidance all impose requirements around the collection, use, and storage 
of personal information that have direct implications for cloud architecture. 
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The 2023 amendments to Canada's privacy framework under Bill C-27, which proposes the 
Consumer Privacy Protection Act as a replacement for PIPEDA, will impose additional 
accountability obligations on organisations that transfer personal information to cloud providers 
for processing. The accountability principle in the proposed legislation requires organisations to 
remain accountable for personal information in the hands of third-party processors, with specific 
provisions around the use of contractual mechanisms to ensure adequate protection. 

The practical implication for cloud governance is that organisations must maintain a current data 
classification inventory that identifies which data assets are subject to residency or processing 
restrictions, ensure that cloud architecture places those assets in compliant environments, and 
maintain the contractual documentation with cloud providers that demonstrates the accountability 
obligations have been met. This is a governance obligation that most cloud proposals do not 
address and that most organisations discover only when they are asked to demonstrate 
compliance. 

• Conduct a data classification assessment before cloud migration to identify residency 
and processing restrictions. 

• Review cloud provider data processing agreements and sub-processor lists against 
applicable privacy legislation. 

• Establish a data residency map that documents where each category of organisational 
data is stored and processed. 

• Implement cloud security posture management to continuously monitor configuration 
compliance with regulatory requirements. 

• Engage legal counsel on the privacy implications of cloud service adoption before 
procurement decisions are finalised. 

 

4. Procurement Governance: Before You Sign 

4.1 The Due Diligence Gap 

Cloud procurement decisions in mid-market organisations are made under time pressure, by 
technology teams that are evaluating technical capability rather than total cost of ownership, and 
without the commercial negotiation expertise that would be applied to an equivalent on-premise 
infrastructure purchase. The result is that organisations frequently commit to cloud arrangements 
without adequately understanding the commercial terms that will govern the relationship for the 
contract period. 

Armbrust et al. (2010), in their seminal paper on cloud computing published in the 
Communications of the ACM, identified the shifting of risk from cloud providers to cloud 
consumers as a fundamental characteristic of cloud commercial arrangements. Cloud providers 
use standard contracts that are heavily weighted in their favour on questions of service availability, 
data liability, and pricing flexibility. The organisations best positioned to negotiate modifications 
to standard terms are those that bring clear commercial requirements, an informed understanding 
of alternative options, and the willingness to walk away from arrangements that do not meet their 
needs. 

4.2  Key Commercial Terms to Negotiate 

Mid-market organisations negotiating cloud arrangements should focus commercial negotiation 
on six areas where standard provider terms create the most significant client exposure. Pricing 
commitment terms: the length of reserved instance or committed use commitments should be 
calibrated to the organisation's confidence in workload stability. Three-year commitments that 
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cannot be modified create cost exposure if workloads change. Service level terms: the default 
SLAs in cloud provider agreements are lower than the availability requirements of most mission-
critical applications. Custom SLAs with appropriate credits require negotiation. 

Data portability provisions: contracts should specify the provider's obligations to support data 
export in standard formats and within defined timelines upon contract termination. Exit support 
provisions: contracts should include transition assistance obligations that require the provider to 
support a structured exit, including knowledge transfer, access continuation, and data migration 
assistance. Pricing review mechanisms: multi-year arrangements should include pricing review 
mechanisms that allow the client to benefit from market pricing improvements during the contract 
period. Sub-processor disclosure: contracts should require disclosure of all sub-processors that 
will handle the organisation's data, with notification requirements for sub-processor changes. 

 
  



NEXQUAD SYSTEMS INC. || Advisory Series 

 
 

NEXQUAD SYSTEMS INC. | nexquadsystems.com | Confidential and Proprietary | Page 7 of 8 

Conclusion: Informed Adoption Is Better Adoption 

Cloud adoption that is informed by a complete understanding of its costs, governance 
requirements, and risk dimensions produces better commercial outcomes, better architectural 
choices, and better managed relationships than adoption driven by vendor proposals and 
strategic enthusiasm. The seven hidden cost categories, the vendor lock-in dynamics, the cloud 
governance framework, and the procurement due diligence approach described in this paper are 
the practical tools for building that informed understanding. 

None of this analysis is an argument against cloud. It is an argument for the kind of governance-
grounded cloud adoption that NexQuad Systems supports: adoption that begins with clear 
business requirements, proceeds through rigorous cost and risk modelling, selects commercial 
arrangements that protect the organisation's interests, and governs the resulting relationship with 
the discipline that a significant long-term technology dependency requires. 

The organisations that get the most from cloud are those that entered it with their eyes open, 
governed it with discipline, and built the internal capability to manage it as a strategic asset rather 
than a utility they did not quite understand. 
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About NexQuad Systems Inc. 

 
NexQuad Systems Inc. is a Canadian enterprise technology advisory firm specialising in 
cybersecurity advisory, IT governance, digital transformation, technology strategy, and CIO advisory 
services. We serve mid-market and public sector organisations navigating the complexity of modern 
technology risk and opportunity. Innovate. Secure. Deliver. 
 
Innovate. Secure. Deliver. 

 
www.nexquadsystems.com 

 


